TAKLIMAT TATACARA ENKRIPSI/DEKRIPSI
DOKUMEN DIGITAL YANG MENGANDUNGI
XAH SMI ATAU MAKLUMAT SENSITIF




DEFINASI

e Enkripsi adalah satu kaedah bagi memelihara data, di
mana data asal (plain text) akan ditukar ke dalam bentuk
data yang sukar difahami (cipher text) dengan
menggunakan algoritma enkripsi. Kata laluan adalah perlu
bagi membuka dan membaca fail yang telah di enkrip.

e Proses untuk mengambil maklumat yang di enkripsi
menggunakan kod atau kekunci yang betul




PERATURAN PENGGUNAAN
EMEL RASMI

6.13 Untuk memastikan
keselamatan dokumen
rahsia rasmi dan
maklumat

terperingkat tidak
digalakkan menghantar
menggunakan e-mel .




Data dalam fail
elektronik tanpa
perlindungan
keselamatan ICT
boleh mengakibatkan
pendedahan,
pengubahsuaian,
pemindahan atau
pemusnahan tanpa
izin.

MENGAPA?




N BAIK PENGUKUHAN KESELAMATAN

Kata laluan harus
dimaklumkan secara
bersaingan kepada penerima
fail yang di enkrip Prosedur

Enkripsi




1.Microsoft Office 2003

Options @

2

Buka dokumen (.doc, .xls, .ppt)
yang hendak di enkrip.

Klik pada menu Tools di bahagian
atas dokumen.

Klik pada pilihan Options dan

kemudian klik pada menu Security.

Masukkan kata laluan pada
ruangan

a. Password to open

b. Password to modify

v. Klik OK.

User Information | Compatibiity i File Locatidns
Yiew General | Edt | Print I Save
Security Spefing & Grammar Track Changes

File encryption options For this document
Password toopen: || Advanced...

File sharing options for this document
Password to modify:
[[] read-only recommended
[ Digital Signatures... | | Protect Document... |

Privacy options
[] remove personal information from file properties on save

[] warn before printing, saving or sending a file that contains tracked
changes or comments

Store random number to improve merge accuracy
[V] Make hidden markup visible when opening or saving

Macro security

Adjust the security level for opening files that might T~
contain macro viruses and specify the names of [ 0 2ecuricy ]
trusted macro developers.

[ OK ] [ Cancel

J




B
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1.Microsoft Office 2003

. . . Confi P d
A Teiolan pesserelio e e el
- q Reenter password to open:
lagi sebagai pengesahan kata i |
inili 1 : IF lose or F the d, b
laluan yang telah dipilih dan klik Vespial o koo o b i st
OK [ oK ] [ Cancel J
vii. Taipkan password to modify sekali s s
lagi sebagai pengesahan kata laluan { |
e . Caution: IF you lose or forget the password, it cannot be
yang telah d|p|||h dan k||k OK. recovered. (Remember that passwords are case sensitive.)

[ OK ] [ Cancel ]




B
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1.Microsoft Office 2003

. . . Confi P d
A Teiolan pesserelio e e el
- q Reenter password to open:
lagi sebagai pengesahan kata i |
inili 1 : IF lose or F the d, b
laluan yang telah dipilih dan klik Vespial o koo o b i st
OK [ oK ] [ Cancel J
vii. Taipkan password to modify sekali s s
lagi sebagai pengesahan kata laluan { |
e . Caution: IF you lose or forget the password, it cannot be
yang telah d|p|||h dan k||k OK. recovered. (Remember that passwords are case sensitive.)

[ OK ] [ Cancel ]
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2

Buka dokumen dan kotak
password akan dipaparkan.
Masukkan kata laluan yang diberi
oleh pemunya dokumen

dan klik OK.

klik Read Only sekiranya fail hanya
untuk di baca.

Untuk pindaan, taipkan kata laluan
bagi modify fail dan klik OK.
Dokumen di enkrip akan dibuka.

BAN MODIFY DOKUMEN ENKRIPSI

MS WORD 2003

Password @

Enter password to open file
D:\MOF\Unit Keselamatan ICT\nota\test, doc

| |

oK Cancel

Password

'Test enkrip’ is reserved by mazira.mujail

Enter password to modify, or open read only.
Password: |

—— .

!

|




m PANDUAN / TATACARA ENKRIPSI FAIL

2.Microsoft Office 2007

i.  Buka dokumen (.docx, .xlIsx, .pptx) General Options

yang hendak dienkrip. General Options |
ii.  Klik ‘Quick Access Toolbar’. o sy f‘;’ o
iii. Klik ‘Save As’. R RIS . o0 W
iv. iv. Klik “Tools” dan kemudian klik pada Password to modfy:

‘General Options’. | ElEmsnl remmed
V. Masukkan kata laluan pada | M[m:w:m]

Uiz dn b oo Mol [T Y OB

trusted macro developers.
1.Password to open PR

2. Password to modify

vi. Klik OK.

vii. Taipkan password to open sekali
lagi sebagai pengesahan katalaluan
yang telah dipilih dan klik OK. [ ox [ cowel |
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2.Microsoft Office 2007

Confirm Password [X'

Reenter password to open:

| |

Caution: If you lose or forget the password, it cannot be | ]
recavered, (Remember that passwords are case sensitive,) VIII. Talpkan password to

= S modify sekali lagi sebagai
Confirm Password 7 pengesahan kata laluan
I s yang telah dipilih dan klik
| | OK.

Caution: Password to modify is not a security feature, This
document Is protected from unintentional editing, However,

the document is not encrypted. Maliclous users can edit the
file and remove the password.

oK Cancel
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Microsoft Office 2007

Buka dokumen dan kotak password
akan dipaparkan.

Masukkan kata laluan yang diberi
oleh pemunya dokumen dan klik OK.
klik Read Only sekiranya fail hanya
untuk di baca.
Untuk pindaan, taipkan kata laluan
bagi modify fail dan klik OK.
Dokumen di enkrip akan dibuka.

BAN MODIFY DOKUMEN ENKRIPSI

MS WORD 2007

Password @
Enter password to open file
D:\MOF\Un& Keselamatan ICT\nota\test.doc _
| |
oK [ Cancel
Password @l

'‘test enrypt brl’ is reserved by mazira.mujail

Enter password to modify, or open read only,

Password:

!

[ Read Only OK

[ Cancel

J




3. Microsoft Office 2010

IV.

Buka dokumen (.docx, .xlsx,
.pptx) yang hendak dienkrip.
Klik pada menu File di bahagian
atas

dokumen.

Klik pada pilihan Info dan
kemudian klik pada Protect
Document.

Klik ‘Encrypt with Password’ .

DUAN / TATACARA ENKRIPSI FAIL

File Home Insert Page Layout References Mailings Review View Add-Ins POF
o save d e
a Information about Enkripsi Ms 2010
Save As
D:\MOF\Kerja\Unit Keselamatan ICT\nota\Enkripsi Ms 2010.docx
&7 Open
L)
4 Close g
a Permissions
_ \Iﬁﬂj Anyone can open, copy, and change any part of this document.
Protect
Recent Document ~
™ Mark as Final
New B Let readers know the document s final
and make it read-only
Print (f¥+) Encrypt with Password that it contains
_ﬂj Require a password to open this Jsthor's name
Save & Send document
‘ S Restrict Editing
Help {8) Control what types of changes people
can make to this document
] Options S Add a Digital Signature

Ensure the integrity of the document ins of this file.
a Exit by adding an invisible digital signature,



“ NDUAN / TATACARA ENKRIPSI FAIL

3. Microsoft Office 2010 " =X

Encrypt the contents of this fie

v. Masukkan kata laluan pada T |
l
I‘u a nga n Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a kst of passwords and
'PaSSWOFd'. their corresponding document names in a safe place.

(Remember that passwords are case-sensitive.)

vi. Klik OK. [
vii. Taipkan kata laluan sekali lagi
sebagai pengesahan kata
laluan yang telah dipilih dan Fr— |

. Caution: If you lose or forget the password, it cannot be
kl | k O K recovered, It is advisable to keep a kst of passwords and
their corresponding document names in a safe place.
{(Remember that passwords are case-sensitive,)

OK ] [ Cancel J

Confirm Password EI@

Encrypt the contents of this file

viii. Dokumen yang telah di enkrip
akan dipaparkan pada menu
File Info seperti berikut

[ OK ] [ Cancel ]

— Permissions
Lu%h_i_ﬁj (4§ A password is required to open this document,

Protect
Document -




AN MODIFY DOKUMEN ENKRIPS|
MS WORD 2010

Microsoft Office 2010

i. Buka dokumen dan kotak password ‘
akan dipaparkan. T, — @@
ii. Masukkan kata laluan yang diberi oleh R
pemunya dokumen dan klik OK. Di\...\nata\Enkripsi Ms 2010.docx
iii. Dokumen di enkrip akan dibuka. [ |
iv. Untuk pindaan kata laluan, ulang

langkah sama seperti yang dinyatakan
di Enkrip Dokumen

Cﬂ{ l Cancel |
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4. Adobe Acrobat Reader  mmmmmmmmm:

Buka dokumen .pdf yang
hendak dienkrip.
Pilih menu “Advanced”.

iii. Pilih menu “Security”.
iv. Klik “Show Security

Properties”.




DUAN / TATACARA ENKRIPSI FAIL

Document Properties @

4. Adobe Acrobat Reader | Descrition | Securty | Fonts | Iniial iew | Custom | Advanced |

‘ Document Security

Thet glo;ument':: tS;cu.;rity Mteu;:dt I:e;t:icl:l\s‘ wgat cgtn be done to the document. To remove security
oo " . 1] restrictions, set the Security Method to No Security,
V. PIIIh tab Securlty ' Security Method: ;‘NoSecurity v} Change Setting
vi. Klik pilihan enkripsi pada Conbe Openedby: [RRIBTE
. Certificate Securit
a ra h a n . S ec u rlty M et h O d ”_ Adobe LiveCycle quhts Management
Vi i . P i I i h 4" Pa SSWO rd Se C u rity ”. Document Restrictions Summary
eee Printing:  Allowed
VI I I . Ta n d a V pa d a m e n U Changing the Document:  Allowed
‘Require a Password to i
O e n t h e D OC u m e nt ’_ Content Copying for Accessibility:  Allowed
P
age Extraction:  Allowed
MEdan lDocument Open p gC(:rEmrtnen:ng: :Ilowed
Password’ akan diaktifkan. Filng of form fiekds:  Allowed
Signing:  Allowed

Creation of Template Pages: Allowed

[ OK ] [ Cancel ]




4. Adobe Acrobat Reader [“<iic

Compatibiley:
Encryption Level: 128-bit RC4

Acrobat 5.0 and later

Select Document Components to Encrypt
(®) Encrypt all document contents

it all 3

ix. Masukkan kata laluan.

.i/ Al contents of the document will be encrypted and search engines will not be able to access the document's metadata,

[“Irequre a password to gpen the document

Document Open Pagsword: |
&) No password will be required to open this document,
Permissions

[ Restrict editing and printing of the document. A passward wil be required in order to change these permission settings.

Change Permissions Password: |

[ ox | [ caxe |




4.

Adobe Acrobat Reader

x. Taipkan kata laluan yang
berkenaan sekali lagi bagi
tujuan pengesahan.

xi. Klik OK.

Adobe Acrobat - Confirm Document Open Password

Y

Please confirm the Document Open Password, Be sure to make a note of the password, It
will be required to open the document,

Document Open Pagsword; I

[ OK ] [ Cancel ]

Password Security - Settings

Compatipiity: ' Acrobat 5,0 and later v

Encryption Level: 128-bit RC4
Select Document Components to Encrypt
@) Encrypt all document contents

j/ Al contents of the document wil be encrypted and search engines will not be able to access the document’s metadata,

Requre 3 password to open the document

Document Open Pagsword: f’"‘”

j/ This password will be requred to open the document.
Permissions

[T Restrict editing and printing of the document, A passward will be required in crder to change these permission settings.

Change Permissions Password: |

[ ][ come |




AN MODIFY DOKUMEN ENKRIPSI

ACROBAT READER
Adobe Acrobat Reader

i.  Buka dokumen dan kotak
password akan dipaparkan.

ii. Masukkan kata laluan dan klik OK.

iii. Dokumen di enkrip akan dibuka.

Password @

'.\. 'KESELAMATAN ICT .pdF is protected. Please enter a Document Open Password,

Enter Password: [

[ OK ] [ Cancel ]
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5. Winrar

Windows

i.  Download aplikasi encipher.it di
https://encipher.it/download
dan run aplikasi tersebut

.exe installer

32-bit and 64-bit




5. Winrar

Send to file .zip ke Encipheres
Container

TRy Explore
BExtract files. ..
BExtract Here
%Extract to slidemodel-free-templates-bundle),
Jj[l%@??f W Scan with Panda Endpoint Protection Plus

Open With 3
TextPad

E-mail with %ahaa!

Cut
Copy

Create shortcut
Delete
Rename

Properties

@ Deskiop (create shorkouk)
[ Encphered contaner |
_) Mail Recipient
) My Documents
E Teamiewer
B TextPad
& WiINSCP (For upload)
ﬁ 314 Floppy {8
2L, DVD-RAM Drive (D)

g ~3inacs (Fi)
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5. Winrar
iii. Masukkan password dan save
to file

Enter the encryption password

Encryption Password L

Effective key Iength

PGP compatible

l’ _ Share online for
LY Save To File - -




- DUAN / TATACARA ENKRIPSI FAIL

5. Winrar

iv. Save nama fail yang dikehendaki

Save in: IIff) enkripsi .:J 4= Ef( Ef-

r@j 2569_Protect¥ourDatawithBitLocker_GS_Windows?_External.docx
@j6822_P'rnten:ting_w:uur_data_with_'-.-'-.-'indu:uws_lEl_BithckEr.du:ucx
My Recent B zg162000,4s
Documents 131105 1 | amMaN WEB zip

E g ey File, zip
- TAKLIMAT EMKRIPSI, ppt
'@]tatacara enkrip_dekrip storan luaran, pdf

B

Desktop

My Documents

3

&

by Computer

g File name: I ;I | Save |
MyNetwork ~ Saveastyper  |All Files ] |

Flaces




Vv, I3
[ 4 ‘\'-;;..

DUAN / TATACARA ENKRIPSI FAIL
5. Winrar

iv. Enkripsi berjaya

Enciphered!

sendto Gmail Copy




Winrar

ISAN MODIFY DOKUMEN ENKRIPS|
ACROBAT READER

Tekan decypt file dan buka dokumen yang hendak di
enkrip

File: slidemodel-free-templates-bundie.zip, 9.83 Mb (application/zip)

Open @@

Look in: I,_) enkripsi _:_1 = ﬁ( E3-

‘@2569_F'rDtectYDurDatawithBitLockEr_GS_WindUWST_External,dcu:x
;@_1]6822_Protecting_vour_data_with_Windows_lU_BitLocker,docx
My Recent = 28162000, 45

Documents I 3Biyasik LAMAN WEB.zip

‘[@ my file.safe

jgmy file.zip

FB ] TAKLIMAT ENKRIPSI.ppt

‘E]tatacara enkrip_dekrip storan luaran. pdf

B

File name: | Open I
My Network  Files of type: IAII Files Cancel

Places

I Open as read-only



AN MODIFY DOKUMEN ENKRIPSI
ACROBAT READER

Winrar

vi. Masukkan password dan tekan decrypt

Decipher It

Enter the decryption L3




TERIMA KASIH



